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IPV6 IMPLEMENTATION IN DONG THAP PROVINCE

1. Introduction to the Department of Science and Technology of Dong Thap province.

The Department of Science and Technology of Dong Thap province on the basis of merging the Department

of Science and Technology of Tien Giang province and the Department of Science and Technology of Dong

Thap province.

The Department of Science and Technology of Dong Thap province was established under Decision No.

04/2025/QD-UBND dated July 8, 2025 of the People's Committee of Dong Thap province regulating the

functions, tasks and powers of the Department of Science and Technology of Dong Thap province:

- Administrative organizations: (1) Office of the Department; (2) Science Division; (3) Department of

Technology and Innovation; (4) Digital Transformation Department; (5) Division of Standards, Metrology and

Quiality.

- Public non-business units: (1) Center for Applied Research and Science and Technology Services; (2) Digital

Transformation Center.

- Total number of civil servants, public employees and employees: Civil servants: 91, Public employees: 142
igned payroll 49). Employees: 47. Labor contracts at administrative organizations: 05.
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IPV6 IMPLEMENTATION IN DONG THAP PROVINCE

2. The province's IPv6 conversion plan for the 2021-2025 period. —

Roadmap and follow 3 stages of 10 steps:

Implementation

Content Task Documents/Documents

Time
- Stage 1 - Preparation
1 Train Training, training and preparation of personnel. Annually
l 2  Communication Communication, awareness raising Annually
Inspection and assessment of the current . .
4 3 i P . Review and evaluate the overall network and services; 2021
situation
4  Digital Resource Preparation - IP address planning for: Plan No. 140/KH-UBND dated 2021
] +1DC service system; 28/4/2021 of the Provincial 2021
. + Management system; People's Committee 2021
. + Internal IT system; 2021
] + WAN system. 2021
\ - Supplementing devices to ensure IPv6 conversion at
provincial departments, departments, branches, and 2021 - 2022
district-level People's Committees. —
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2. Provincial IPv6 conversion modernization plan.

IPV6 IMPLEMENTATION IN DONG THAP PROVINCE

Roadmap and follow 3 stages of 10 steps:

Phase2 Connection, testing

Make connections and routing via
IPv4/IPv6

Upgrading software and applications that
support IPv4/IPv6

Test applications and services with IPv6.

Post-test evaluation

It is proposed that the Department of Planning and Planning
support the connection of the TSLCD network using
IPv4/IPv6.

Request software providers, applications, solutions, and
outsource IT services to support IPv4/IPv6 simultaneously

IPv6 configuration (operating in parallel with 1Pv4) for the
provincial web portal, the provincial online public service
portal, the provincial official email system, the document
management and administration system

- Evaluate the results after the test.
- Further implementation of the plan

Plan No. 140/KH-UBND
dated 28/4/2021 of the
Provincial People's
Committee

Anon Implementatio
Content Task Documents/Documents I
mous n Time

2021

2021

2021

2022
2022




IPV6 IMPLEMENTATION IN DONG THAP PROVINCE

2. Provincial IPv6 conversion modernization plan.

Roadmap and follow 3 stages of 10 steps:

Anonymou Implementation

_Stage 3 - Conversion

1 IPv6 Migration for Data Integration Center - Core network system, Internet connection; 1361/QD-UBND-HC dated 12/12/2022 2022

- DNS system; 2022

- Configure all information systems of the province to
operate on IPv6

- Expand the deployment of LAN networks of provincial
2 IPv6 Conversion for WAN Connections to Units  departments, departments, branches and district-level 42/KH-STTTT dated 29/3/2023 2023 - 2024
People's Committees;

- Implement the conversion of simultaneous IPv4/IPv6 39/KH-STTTT

42/KH-STTTT dated 29/3/2023 2022

. . 2024 - 2025
support for the province's wide area network (WAN). dated 05/4/2024
. . - Transform the entire internal information technology (IT
1 3 Complete IPv6 conversion, IPv6-only testing S et I I gy (IT) 2025
y ' 859/KH-SKH&CN dated 07/08/2025
- Switch services with remaining internet connections. 2025
626/KH-SKH&CN dated 01/08/2025 Plan for trial
. . depl t of IPv6 onl twork at th
- IPv6 pure service testing. eployment of TFvo only access network at fthe 2025

Department of Science and Technology of Dong
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3. Technical solution model for deploying IPv6 conversion.

3.1. Model at the provincial data center




®) REPORT

IPV6 IMPLEMENTATION IN DONG THAP PROVINCE

3. Technical solution model for deploying IPv6 conversion.
3.1. Model at the provincial da P—
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THE IMPLEMENTATION OF IPV6 IN DEPARTMENTS, DEPARTMENTS AND BRANCHES OF DONG

THAP PROVINCE

3. Technical solution model for deploying IPv6 conversion.

3.2. Implementation model at provincial
departments and departments

3.2.1 Connection Model:

3.2.2 Devices:

- Converter;

- Draytek Vigor 3220 Load Balancer (Modem);

- Firewall Sophos XGS 136;

- Cisco 2960X Switch and the system of Switches going
to the floors;

- Wifi system;

- Terminals (PC, Laptop, Mobile, Printer,....).
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IPV6 ONLY IMPLEMENTATION IN DONG THAP PROVINCE

3. Technical solution model for deploying IPv6 conversion.

3.2. Implementation model at provincial
departments and departments Két qua do truy cip Internet

® DOWNLOAD ® UPLOAD ® PING

98.01 86.08 8.30
Check the result on the computer: PASS Mbps Mbps ms

c °5 test-ipvb.com * 5 @ = B & E O = m o

3 Apps 23 By Google Dich [ Google Tailigu 4 Bard @ Microsoft Designer.. G Google (5 Googlelmages [ Search-Test [ DOMAIN-INET [ MONITOR » [ AllBoc f Chia sé trén Facebook _ & Ldy duding dan

Test IPv6 | | FAQ  Mirrors st

Implementation results:

Test your IPv6 connectivity.

Summary | Tests Run | Share Results / Contact | | Other IPv6 Sites For the Help Desk |

Your IPv4 address on the public Internet appears to be 113.161.198.100
W

Your IPv6 address on the public Internet appears to be 2001:ee0:e420:9:e505:4b67:fdb8:99ef

VNPT Gui dénh gid
2001:ee0:e420:9:e505:4b
67-fdb8:99ef

Your Internet Service Provider (ISP) appears to be VNPT-AS-VN VNPT Corp

Danh gia chit ligng két néi Internet
) 6 8 Shgng

~
-
Since you have IPv6, we are including a tab that shows how well you can reach other IPv6 sites. more info]
N
-

Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

Your readiness score

1 0/1 0 for your |Pv6 stability and readiness, when publishers are forced to go IPv6 only

Click to see Test Data (

This instance (singapore.test-ipvé.com) is hosted at Linode.

L .
e —




IPV6 IMPLEMENTATION IN DONG THAP PROVINCE

3. Technical solution model for deploying IPv6 conversion.

3.2. Implementation model at provincial P
departments and departments O = tstipvecom +

@sommvnmmm Q) m-
1

Test IPv6 | | FAQ | | Mirrors | | stats

3.3 Advantages and Limitations: Test your IPV6 )

, connectivity.
*Advantage: SRS e | DS

- Parallel deployment of IPv4 and IPv6; o P i
- Widely deployed, fast deployment time. T e e

- Protect and control the internal network system a5 T ——
running 1Pv4 well; o ad e e
*Restrict: & mli g
- The configuration Is quite complicated; o S o St e,

- Deploying IPv6 on DrayTek devices only allows T Denaecase
setting up some basic rules, so it also finds hidden risks Cong 34 pip i it e

of information security.

113.161.198.100

y Your IPv6 address on the public
Internet appears to be

Since you have IPv6, we are thong phéi hop véi Bo Giao duc va Bao tao, Trung

" including a tab that shows how well .
you can reach other IPv6 sites.
rats]

readiness, when publishers ¢ 7
are forced to go IPv6 only _!_!JJM

Click to see Test Data

Thiic ddy hgp tac thong tin va 1 |

truyén thong vdi cac nude /
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IPV6 ONLY IMPLEMENTATION IN DONG THAP PROVINCE

4. IPv6 test model only.

4.1. Current status
a) Current status model

A

b) Description T IR

- Access network system at the Digital Transformation Center /mn

- Department of Science and Technology of Dong Thap ‘ ‘9

province. il |

- Provides an environment to connect PCs, laptops and GuERRIERRgL 2
mobile devices. '.&/// I
- Network system: e T T
+ Network system using FTTH services of VNPT; using the LW/ VAR WEE <ERE H
IP/ASN of VNPT (dependent network). AY TN N[ [Mebie
+ Network system. = / i a

+ |Pv4/IPv6 network traffic passes through Draytek <-> = E@ & i
Internet. Laptop Tablet

R — o
b—/




IPV6 ONLY IMPLEMENTATION IN DONG THAP PROVINCE

4. IPv6 test model only.

4.2. Implementation / Public

- 2001:dc8:1:2::66
a) |mp|ementat|0n model 2001:dc8:c001:2::66
b) Description

- Immutable access network model architecture

- Deploy a NAT64 server using JOOL software on Ubuntu 20.06 TLS e

operating system, using IPv4 private and IPv6 wellknow (fd00::/8) wier

- DNS64 uses the VNNIC Public DNS system (2001:dc8:1:2::66 and

2001:dc8:c001:2::66) ! T ———

- Client declares DNS64 of VNNIC e iy | K A
- Network traffic: e Defduk route  sir dyng 1Py prefix Global
+ Client IPv6 (IPv6 network only) <-> host/IPv6 service: IPv6 routing TS T ekl
goes on IPv6 network

+ |Pv6 client (IPv6 network only) <-> IPv4 host/service: mi

DNS64 resolves over the address range 64:ff9b::/96 returns to the S

client

Client routing to NAT64 for mapping over IPv4 addresses <-> Internet
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4. IPv6 test model only.

4.2. Implementation

c¢) Implementation results

- IPv6 only information on PC/Laptop

- The client uses DNS64 to resolve services well

- Results of access to websites that do not support IPv4
- vnexpress.net access -> does not support IPv6

- Internet access speed measured by i-Speed

+ Measuring on a laptop

+ Measure on your phone

'1 Ding nhap 161 Ha thang chinh i X | - SOl @ @ g nhgp h theng Dick v han: X (o = it
= © (& hupss/ssocgsdongthap.govyn/auth/realms/d.. 26 7= & - M| & C (6 htps/dichwucongdongthap govun/iogin = & - 1
<

K‘lﬂé

-
€ THONG CHINH QUY i

TINH DONG

Tai knoan

Mat khau

Dlna nhap bing tal khosn DY "

T

; Két qua do truy cip Internet m@
© DOWNLOAD ®UPLOAD ®PING SPISEDw s
298.69 289.52 5.50 x 3
o toes - MIEN CUOC DA

T8 odong dla] 2 khisidyng ing dyng -Speed
£ Chia sé trén Facebook. _ Sy Gudag di 0 (5 b By chp Tnternet

VNPT
TP HCM
Chon diém do khéc

VNPT
2001:¢e0:5699:f421:8027:

052:9371:b806




IPV6 ONLY IMPLEMENTATION IN DONG THAP PROVINCE

4. IPv6 test model only.

4.3. Difficultiesand Proposals
- For FTTH services or other services of the network operator (specifically in the case of Dong Thap, VNPT network)
when providing IPv6 services, IPv6 is issued from VNPT's system with IPv6 and DNS. However, IPv6 DNS using

Google DNS (2001:4860:4860::8888) does not support IPv6 only (DNS64) so it is recommended that service
providers:

+ Provide IPv6 DNS of the operator itself (using IPv6 of the operator).
+ It is possible to deploy a separate DNS64 system or DNS IPv6 operator to DNS64 VNNIC to support resolution.

4.4. Next Plan

- The Department of Science and Technology of Dong Thap province continues to replicate in departments of the
Department.

- The roadmap will propose to be replicated in departments and branches in the province.

- Research to bring new applications to IPv6 Only deployment.

L =
e ——
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IPV6 IMPLEMENTATION IN DONG THAP PROVINCE
5. Implementation results for the 2021-2025 period.

- Advise the Provincial People's Committee to promulgate a plan to implement IPv6 conversion for state agencies in

Dong Thap province in the period of 2021 — 2025.

- Organize 02 basic and advanced training classes on IPv6, 01 DNSSEC class for 200 people who are specialized

information technology teams of provincial departments, departments, branches, localities, telecommunications and

Internet enterprises.

- Registerindependent IPv4, IPv6, ASN addresses for network planning; work with ISPs that require Internet connections

to support IPv4/1Pv6 simultaneously, promote independent IPv4, IPv6, ASN address areas on the global Internet.

- Trial deployment of IPv6 applications for Internet connection sub-networking, DNS services and Websites; testing with

LAN and Wifi systems connected to the Internet using IPv6 at the Department.

- Completing IPv6 conversion for provincial data centers: Core network system, Internet connection; DNS system;

Configure the province's information systems to operate on the basis of IPv6 (web portals; public services; ...).

- To plan and modernize network infrastructure and information technology services in the direction of modernization.

Expand the deployment of IPv6 conversion networks for LANSs of provincial departments, departments and branches.

- Declare and activate the status for the ROA record that works on RPKI data and synchronize Whois for the Route record
e largest IP zone; deploying digital signing of ROA/RPKI resources for IPv4, IPv6, and ASN regions of the province.

f IPv6 Only access networks. _——

e ——
e ——
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IPV6 ONLY IMPLEMENTATION IN DONG THAP PROVINCE

6. Difficulties

- Due to the consolidation of 02 provinces, the implementation has not been implemented synchronously, it takes time to
review and consolidate the contents of IPv6 deployment for the new Dong Thap.

- Awareness and human resource skills: The local IT staff and network administrators have only approached IPv6 at a
basic level; there is no deep understanding of configuration, routing, and conversion to IPv6-only is still limited.

- Technical infrastructure is not synchronized: Some network equipment, software, and terminals do not fully support
IPv6; specialized transmission lines do not have specific IPv6 deployment guidelines.

- Investment costs: Includes the cost of purchasing equipment, upgrading software, training personnel, commissioning and
maintaining IPv4/1Pv6 in parallel during the transition period.

- IPv4 compatibility: Many systems and services still need to support IPv4-only users; requires the deployment of
intermediate NAT64/DNS64 solutions.

- Technical policies and guidelines: Some processes, technical standards, and separate budget norms for IPv6 are unclear.

- IPv6 traffic is still low: The actual IPv6 usage and number of IPv6-only services are still limited.

L =nui
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THANK YOU!




