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SOC Mission N OW

Defend our information and technology resources, intellectual property
and ability to operate by disrupting our adversary's ability to conduct
their operations and achieve their desired outcomes.

SOC SERVICES

THREAT MONITORING —— THREAT HUNTING —— INCIDENT RESPONSE

ROUGH SCOPE
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Human-Cent ered SOCs (aere§Tfhreddst op Al

300% 25 min  2-3 days

Increase In Median time to Median time to
attacks in 2025 exfiltrate data using Al resolve (MTTR)

Sources: Unit 42 Global Incident Response Report, 2. 2025 Global Incident Response Report, Palo Alto Networks 3. XSIAM cusmmterviews and product telemetry




How Can The hhModer nl SOC Possi bly Work-

What one blog proposed as the hMode
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Three primary challenges that SOCs face today

Siloed Tools and Data Inability to Stop Threats at Scale
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Heavy Reliance on Manual Work

Alerts per day

Days to investigate

of SOC teams
=‘ \= meet KPI goals

Days of dwell time




The Solution: Rethink and Transform Security Operations

What Ys Needed: One Platform Powered by

ENDPOINT Automation
IDENTITY , <_<Stitch and
. normalize
X INVESTIGATE RESPOND
ATTACK SURFACE << DE=C
< Al

Massive data, with automated Automated detection and Alguided Empowered analysts
stitching and grouping ‘ Investigation and response ‘ become more proactive



Cortex XSIAM : Al-Driven Security Operations

(' XSI.\M

Capabilities that Drive Further Integration

Exposure Email
ITDR TIP ASM Managemen Security \ISYVAYY
t
Replace Multiple SOC Tools

[ SIEM ] [ SOAR XDR ] [ CDR ] [ NDR ]

Cortex XDL

Data Normalization | Agentic Al | Automation
\
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Endpoint Network & SASE Cloud Identity Open Ecosystem,

Any Source

Unified SecOps

One platform. One user experience

Al-powered protection
Best-in-class 100% detection in MITRE

Industry -leading automation
1,000+ automation playbooks

Al-driven response
Up to 98% faster MTTR

(O CORTEX’

nnnnnnnn




Delivering Unprecedented Results for the“La'rgest Org_anizations Worldwide

Days | \ L s ~1 hour- — Under
| | -' - S N ’ 10 minutes

Global logistics leader with Leading North American energy Leading home and business
~300K employees company security company
reduction in point products reduction in incident vo jl’(e of alerts resolved automatically

-
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Sources: Palo Alto Networks case studies



NEW
Exposure Management
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Al-Driven
SecOps Platform

One Platform for Proactive & Reactive Security
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Data: Unified Tools & Data to Power Al and Automation

XSI.\M
Data
Any Data Source :
Single,complete
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Data onboarding | Ingest ANY data source

AUTOMATICALLY MAPPED AUTOMATICALLY MAPPED




