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SOC Mission

Defend our information and technology resources, intellectual property 
and ability to operate by disrupting our adversary's ability to conduct 

their operations and achieve their desired outcomes. 

THREAT MONITORING THREAT HUNTING INCIDENT RESPONSE

SOC SERVICES

19k
USERS

400k
SERVERS & VMs

19K
LAPTOPS/DESKTOPS

85k+
CUSTOMERS 

SECURITY SERVICES CONSUMED BY

11
DATA CENTERS

ENDPOINTS

ROUGH SCOPE
trending
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Human -Centered SOCs CanƔt Stop AI-Fueled Threats

300%
Increase in 

attacks in 2025

25 min
Median time to 

exfiltrate data using AI

2-3 days
Median time to 
resolve (MTTR)

Sources: Unit 42 Global Incident Response Report, 2. 2025 Global Incident Response Report, Palo Alto Networks 3. XSIAM customer interviews and product telemetry
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How Can The ƕModernƖ SOC Possibly Work?

SOC PLATFORM
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STORAGE, DETECTION AND 
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& DECISION LAYER

EDR
Crowdstrike, 

SentalOne, Microsoft
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Palo Alto Networks, 

Zscaler
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HUNTERS, 
AUGURIA, Cribl, 

ANOMALI, 
observo.ai

THREAT-INTEL 
FEEDS

LEGACY SIEMS
Splunk, exabeam, ArcSight, DEVO, elastic security labs, 

microsoft, Google SecOps
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NEXT-
GEN 
SIEM
panther, 
sekoia, 

HUNTERS

CLOUD DATA PLATFORMS
Snowflake, databricks, Chronicle, 

Azure Data Lake, Microsoft, 
Amazon Web Services

XDR 
PLATFORMS

Crowdstrike, 
SentinelOne, 

Palo Alto Networks

MULTI
-DATA 
SIEM

ANVILOGI
C, Palo 

Alto 
Networks, 
ANOMALI

DATA 
PIPELINE
Cribt, TENZIR, 
tarsal, Monad, 

DATADOG, 
onum

AI-SOC ANALYST (T1-T2)
Dropzona AI, prophet, RadiantSecurity, Simbian, 

CULMINATE, Hunters, INTEZER, RELIAQUEST, Oevtar AI, 
AIRMDR, exaforce [24]7.ai, torq, Salem, Seven

LEGACY SOAR
Splunk SOAR, Palo Alto Networks, 

SWIMLANE, PROPHETAI, SIRP, Google 
SecOps

HYPER AUTOMATION NEXT -
GEN SOAR

Torq, tines, blink, n8n, Automatic, mindflow, 
MITHRIL SECURITY, Bricklayer, AiStrike

HUMAN IN THE LOOP (HITL)
SOC TIER 1-3 ANALYST

AI-SOC ANALYST (T2-T3)
COMMAND ZERO, arcanna AI, 

ANDESITE, conifers.ai, STRKE READY, 
Legion AI

What one blog proposed as the ƕModernƖ SOCƏ

Separate, labor-
intensive 

automation

No clear next 
steps 

Siloed 
Analytics

Separate data 
repositories

Manual, static 
correlation rules 

Separate tools
for detection
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Three primary challenges that SOCs face today

Siloed Tools and Data Inability to Stop Threats at Scale Heavy Reliance on Manual Work
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The Solution: Rethink and Transform Security Operations 

WhatƔs Needed: One Platform Powered by AI & Automation

Empowered analysts 
become more proactive

Automated detection and AI-guided 
investigation and response

Massive data, with automated 
stitching and grouping 

NETWORK

ENDPOINT

IDENTITY

DETECT INVESTIGATE RESPOND

AI

Automation

Stitch and 
normalize 

data
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Endpoint Network & SASE Cloud Identity Open Ecosystem,
Any Source

Cortex XSIAM : AI-Driven Security Operations

Unified SecOps
One platform. One user experience

AI-powered protection
Best-in-class 100% detection in MITRE

Industry -leading automation
1,000+ automation playbooks 

AI-driven response
Up to 98% faster MTTR

Cortex XDL

Data Normalization | Agentic AI | Automation  

Replace Multiple SOC Tools 

ITDR TIP ASM
Exposure

Managemen
t

Email 
Security

MSIAM

Capabilities that Drive Further Integration

SIEM SOAR XDR CDR NDR
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Drastically Reduced MTTR

Global logistics leader with
~300K employees

7Ỏ1 
reduction in point products

Leading home and business 
security company

92%
of alerts resolved automatically

Leading North American energy 
company

75%
reduction in incident volume

Days ~1 hour Under 
10 minutes

Sources: Palo Alto Networks case studies

Delivering Unprecedented Results for the Largest Organizations Worldwide
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NEW 
Exposure Management

XDR

NEW
Advanced 

Email Security

SOAR

Attack 
Surface

AppSec

Cloud 
Posture

Cloud 
Runtime

Cortex 
XSIAM

Cortex 
Cloud

AI-Driven 
SecOps Platform

DATA AI AUTOMATION

One Platform for Proactive & Reactive Security
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Endpoint

Network

Data: Unified Tools & Data to Power AI and Automation

Data AI Automation

Any Data Source
Single, complete

source of 
AI-ready data

Simplified new data source onboarding

Cloud

Identity Ingest 
raw 
data

Normalize 
data 
for AI

Enrich data
with threat 
intelligenceEmail

Other
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Data onboarding | Ingest ANY data source

UNIFIED DATA MODEL FOR ANALYTICS

Palo Alto Networks 
products and services

Cortexƨ Strataƨ

Prismaƨ Unit 42ƨ

...and many more

100s of 3rd-party
OOTB integrations 

...and many more

All other 
data

Əwith generic data onboarding

AUTOMATICALLY MAPPED AUTOMATICALLY MAPPED


