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Worldwide International Bandwidth Growth

» Global Internet bandwidth reached
6.4Pbps in 2024, growing 30% annually.
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» OTT and cloud providers dominate over
70% of global bandwidth demand.
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> IXPs evolved into distributed, secure,
and automated platforms.
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wINIC New Trends of Internet Exchange
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IXPs are critical Internet infrastructure hubs that connect traffic from many networks. They create shorter routes for
Internet traffic, resulting in more affordable, resilient, stable, and efficient Internet connectivity for local users

This role gives them a critical vantage point of the Internet’s
stability, security, and efficiency, particularly at a local level.
Monitoring the Internet at IXPs allows operators and N
Distributed and
researchers to: Regional IXP
v' ldentify faults, congestion, and bottlenecks quickly, Architecture
optimizing performance and ensuring a faster and more

reliable connection.
Cloud and
. . .. Multi-Cloud
v" Detect suspicious activity, such as cyberattacks or Peering Integratio

abnormal data flows, enabling a prompt response to
prevent disruptions or damage.

Infrastructure-as-Code
and API-based automation

Internet Performance
Monitoring Platform

Enhanced
Security ana
Resilience

!
|

Global IXP
Federation

[,

Integration with
” Edge and Local CDNs

v" Plan network capacity expansion based on traffic growth Services ™
trends.

v’ Study the evolution of the network and develop new
technologies.



NIC VNIX - The National Critical Information Infrastructure
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VINIX

Viet Nam National Internet eXchange

» As a neutral and non-profit system

» VNIX plays a crucial role for the
development of Internet, which helps
to develop, enhance and improve the
qguality and security of Internet in
Viet Nam.

VNIX Members increased per years
- VNIX Members: +50
- Bandwidth: +500Gbps
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VIETNAM NATIONAL INTERNET EXCHANGE - VVNIX

Nha tram Trung tam Internet Viét
Nam tai Khu Cong nghe cao Moa
Lac - Ha Nol

SECURE NATIONAL
INTERNET

UNIQUE IN VIETNAM a Q
(4
OPERATED BY VNNIC @ % v N I )\ @
VIET NAM NATIONAL
NEUTRAL AND NON-PROFIT @

PROMOTING DOMESTIC
CONTENT DEVELOPMENT

INTERNET EXCHANGE

DIGITAL INFRASTRUCTURE

&

CONTRIBUTING TO THE TRANSFORMATION OF
VIETNAM TO A REGIONAL CONNECTIVITY HUB

PROMOTING THE
TRANSFORMATION OF
VIETNAM'S INTERNET TO
IPV6
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@NIC VNIX — The National Critical Information Infrastructure

VIETNAM NATIONAL INTERNET EXCHANGE - VNIX
the digital infrastructure connecting digital platforms

» VNIX is also a digital infrastructure connecting
digital platforms, and a solution to promote national
digital transformation, which was defined in
Decision 749/QD-TTg dated June 3, 2020 by The
Prime Minister approving the "National Digital
Transformation Program to 2025, with orientation
to 2030"

@ E-COMMERCE
"
\@ E-HEALTH

NATIONAL CRITICAL INFRASTRUCTURE

CLOUD

> Decision No. 36/QD-TTg dated January 11, 2024 of the I
Prime Minister on ‘“Information and communication
Infrastructure planning for the 2021-2030 period, with a
vision to 2050”

> VNIX's role and regulations are stipulated by Government's Decree (No. 147/2024/ND-CP) and Ministry’'s
Circulars



@NIC VNIX 3.0 Model, Solutions and Technologies

Vision — VNIX 3.0

Build VNIX into a modern, secure, high-capacity
Internet exchange hub for national and regional
digital infrastructure

Maintain a neutral and transparent model,
optimizing domestic traffic and reducing
international costs

Interconnect with major global infrastructure
and content networks

Serve as an open data platform for Internet
traffic and performance — supporting
policy, management, and research
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@NIC VNIX 3.0 Model, Solutions and Technologies

Architecture Overview

» Core IXP Fabric: Hanoi — HCM Core IXP Fabric
_ Danang Hanoi Ho Chi Danang

Regional Edge POPs

Regional PoPs Regjonal PoPs Edge PoPs Edge PoPs

»Service Layer: Route Servers, Services Layer

R Necoor Anycast, Flow

Control & Automation Layer

» Control Layer: IXP Manager, = BT

APls, Automation, IX Portal, ...

» Regional Edge PoPs
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@NIC VNIX 3.0 Model, Solutions and Technologies

Core Technologies

o RPKI. IRR, and
EVPN-VXLAN L e

Spine-Leaf

Ry e for routing security

Dual-stack to
Grafana, BGPMon IPv6-only
for monitoring transition

transition

Service Ecosystem

QO
Public DNS Anycast/ RPKI
& Private Resolver Service Monitoring
Peering / DNS64

s =

Traffic Cloud /CDN On-demand
Analytics Portal On-Ramp DDoS Mitigation
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@INIC VNIX 3.0 Model, Solutions and Technologies

VNIX 3.0 Core Fabric

RPKI Validator /
x Route Servers
VNIX CORE FABRIC Automation
(IXP Manager, IX-API)

sFlow/IPFIX
alytics

DoS / Security

VNIX POP / LEAF VNIX POP/ LEAF VNIX POP / LEARJalifelglgle]
53 % é é é =
40/100Gbps 40/100Gbps 40/100Gbps

40/100Gbps Interconnect — EVPN/VXLAN Fabric
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VNIX 3.0 Services Iaye¥

Validators

» Deploy RPKI routing security validation on
VNIX infrastructure; provide monitoring and
alerting information to connected members,
and promptly handle routing security
incidents at VNIX.

Expand the provision of RPKI wvalidation
systems to domestic ISPs and network
organizations, promoting deployment and

v Route Information
Thong ké Prefix Thong ké so hiéu ma... RPKI Valid RPKI Invalid RPKI Unknown RPKI IPv4

Total Prefixes TotalASN 313 RFR

25477 J Invalid
J

24482‘ RPKI Invalid 35i RPKI Invalid 796‘

1Pv4 Only 190 Percent 96.1 ‘ Percent  0.100 Percent 3.10 ‘
IPv4 Prefixes | J J J

16116

J

IPv6 Prefixes ‘ = mmm  — Valid
9360 IPv4and IPv6 119 IPv6 9124‘ IPv6 20 IPv6 52‘ —
J \ _J 4 |

== [nvalid

| IPv6 Only | IPv4 15358‘ IPv4 15 IPv4 744‘
2 J

Danh sach s& hiéu mang trén VNIX

VIETTEL TELECOM

SPT

NIC VNIX 3.0 Model, Solutions and

CSDL xac thuc
quéc t& (APNI, RIPE ...)

Phan mém xac
thuc
(validator)

RZUTINATOR

Hé thdng giam
sat, canh béao

Prefix Check ~ Metrics  Repositories  Connections

RPKI IPv6

VALIDATION

2001:dc8:c000:/46

RELATED PREFIXES

RPKI Status

> 2001:dcBc000:/48 AS24066
> 1less specific

> 2 allocated to the same organization  regioN APNIC
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VNIX 3.0 Services I&§REfC Public

DNS64

A public DNS infrastructure platform deployed by VNNIC
to support the transition and implementation of IPv6-
Only in Vietham. The platform is designed based on the
modern DNS64 model, operating stably, provided free
of charge, and aimed at serving the Vietnamese
Internet community in the IPv6 era.

VNNIC Public DNS64
A 2001:dc8:1:2::66/64

A 2001:dc8:c001:2::66/64

&)

IPwE Client VNHNIC Public
DN S64

‘ T oo

Benefits of DNS64

> Free & Secure — Provides a free, reliable, and secure DNS64
platform for users.

» IPv6-Only Support — Enables IPv6-only devices to easily access
IPv4 services.

»Promotes IPv6 Adoption — Contributes to nationwide IPv6-
only deployment.



lec VNIX 3.0 Model, Solutions and

Upcoming

IPv6 only

Enviroment

VNIX Members

=

VNIX Route
Server

VNIX IPv6-only

Peering & Services

IPv6-only Peering Fabric

A Y ‘ ‘ :-',,
CORE FABRIC

40/100Gbps IPv6 Links

B B8

Automation Regional PoPs Members
o2 O S | 5
ol
ISP CDN Cloud IT GoV
IX-API, Manager
IPv6-only
Security G Services
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lec Next time

=VNIX is open to every ASN (ISP, CP, public authority, businesses, organizations) in Viet
Nam and overseas

—=VNIX connects to major datacenters in Viet Nam to facilitate domestic traffic

—=VNIX are located in big cities and regional DCs

—=VNIX connects to global and regional IXPs
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VNIX Open for All Multi- IPv6o only

fees ASN location



NIC

Internet for all

e
-

Ovn TEN MIEN QUGC GIA VIET NAM

QIVNIX  ZDNS  AGN smese (o

National VN Domain Name Systern VNNIC
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